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1 Introduction

NASA has initiated a major research effort towards the development of a
practical validation and verification methodology for digital fly-by-wire con-
trol systems. The validation process for these systeins must demonstrate that
these systems meet stringent reliability requirements. An often quoted re-
quirement is that the flight critical components of commercial aircraft should
have a probability of failure of at most 10~° for a 10 hour mission [3]. Under
such a severe reliability requirement, design errors, also referred to in the lit-
erature as generic errors, can not be tolerated. Thus, the validation problem
for life-critical systems can be decomposed into two major tasks:

1. Quantifying the probability of system failure due to physical failure.
2. Establishing that design errors are not present.

Since current technology cannot support the manufacturing of electronic de-
vices with failure rates low enough to meet the reliability requirements di-
rectly, fault-tolerance strategies must be utilized that enable the continued
operation of the system in the presence of component failures. The first task
must therefore calculate the reliability of the system architecture that is de-
signed to tolerate physical failures. The second task must not only establish
the absence of errors in the control laws and their implementation, but also
the absence of errors in the underlying architecture that executes the control
laws. Researchers at NASA Langley Research Center (LaRC) are explor-
ing formal verification as a candidate technology for the elimination of such
errors.

This paper presents the first results of applying formal methods to the
verification of a fault-tolerant operating system that schedules and executes
the application tasks of a digital flight control system. The major goal of this
work is to produce a verified real-time computing platform (both hardware
and software), which is useful for a wide variety of control-system appli-
cations. Towards this goal, the operating system provides a user interface
that “hides” the implementation details of the system such as the redundant
processors, voting, clock synchronization, etc.

This paper describes an abstract model of an architecture for digital con-
trol, a first level decomposition of the model towards a physical realization,
and a mathematical proof that the decomposition is an implementation of
the model.






































































































































































































