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ABSTRACT
In concurrent programming, non-blocking synchronization
is very e�cien t but di�cult to design correctly. This pa-
per presents a static analysis to show that code blocks are
atomic, i.e., that every execution of the program is equiva-
lent to one in which those code blocks executewithout inter-
ruption by other threads. Our analysis determines commu-
tativit y of operations based primarily on how synchroniza-
tion primitiv es(including locks, load-link ed, store-conditional,
and compare-and-swap) are used. A reduction theorem states
that certain patterns of commutativit y imply atomicit y. Atom-
icit y is itself an important correctnessrequirement for many
concurrent programs. Furthermore, an atomic code block
can be treated as a single transition during subsequent anal-
ysis of the program; this can greatly improve the e�ciency of
the subsequent analysis. We demonstrate the e�ectiv enessof
our approach on several concurrent non-blocking programs.

Categoriesand SubjectDescriptors
D.2.4 [Soft ware Engineering ]: Software/Program Veri-
�cation; D.1.3 [Programming Techniques ]: Concurrent
Programming

GeneralTerms
Veri�cation, Algorithms, Design

Keywords
Atomicit y, Non-Blocking, Lock-Free, Synchronization, Static
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1. INTRODUCTION
Many concurrent programs use blocking synchronization

primitiv es,such aslocks and condition variables. Non-blocking
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synchronization primitives , such asCompare-and-Swap, and
Load-Link ed / Store-Conditional, never block (suspend ex-
ecution of) a thread. Non-blocking (also called \lo ck-free")
synchronization is becoming increasingly popular, because
it o�ers several advantages, including better performance,
immunit y to deadlock, and tolerance to priorit y inversion
and pre-emption [12, 13].

An important use of non-blocking synchronization is in
the implementation of non-blocking objects. A concurrent
implementation of an object is non-blocking if it guarantees
that some processcan complete its operation on the object
after a �nite number of stepsof the system, regardlessof the
activities and speeds of other processes[7]. Non-blocking
synchronization is also used to implement blocking objects,
such as spin locks.

Algorithms that use non-blocking synchronization are of-
ten subtle and di�cult to design and verify. This paper
presents a static analysis to show that code blocks are atomic.
Informally , a code block is atomic if every execution is equiv-
alent to one in which the code block is executed serially, i.e. ,
without interruption by other threads. Atomicit y is well
known in the context of transaction processing,where it is
sometimes called serializabilit y.

Atomicit y is an important correctnessrequirement for many
concurrent programs. Furthermore, each atomic code block
can be treated asa single transition during subsequent static
or dynamic analysis of the program; this can greatly improve
the e�ciency of the subsequent analysis.

This paper presents a conservativ e intra-pro cedural static
analysis to infer atomicit y. We build on Flanagan et al.'s
work on atomicit y types [3, 4] and purit y [2] in order to
develop an analysis that is much more e�ectiv e for programs
that use non-blocking synchronization primitiv es.

Our analysis �rst classi�es all actions (i.e. , operations) in
the program into di�eren t typesbasedon their commutativ-
it y and atomicit y, which are determined basedprimarily on
how locks and non-blocking synchronization is used in the
program. The analysis then combines those atomicit y types
to determine the atomicit y types of larger code blocks. We
formalize the analysis for a language that allows declaration
of top-level procedures (as in an API) that implicitly get
concurrently called by the environment. The languagedoes
not allow explicit procedure calls; internal procedures are
inlined, and we do not handle recursion. The analysis can
be extended to be inter-pro cedural.

The analysis is incomplete (i.e. , sometimes fails to show
atomicit y), but is e�ectiv e for common patterns of non-



blocking synchronization, as demonstrated by the applica-
tions in Section 6.

It applies equally to non-blocking objects and blocking
objects. We did not implement our analysis algorithm into
an automated tool, but we applied it manually to four in-
teresting non-trivial non-blocking programs, as described in
Section 6. Although in two caseswe must modify the algo-
rithm before applying our analysis, we consider the results
encouraging, since we do not know of any other algorithmic
(i.e. , automatable) analysis that can show atomicit y of the
same(or larger) code blocks in the modi�ed or original ver-
sions. We believe our analysis provides a useful method for
manual veri�cation of atomicit y, as well asbeing suitable for
automation.

The rest of the paper is organized as follows. Section
2 discussedrelated work. Section 3 describes background.
Section 4 de�nes pure loops, and gives algorithm for iden-
tifying pure loops. Section 5 presents the approach to infer
atomic code blocks basedon locks and non-blocking synchro-
nization. Section 6 shows the application of our approach
on four non-blocking algorithms.

2. RELATED WORK
Linearizabili ty [8] is a correctness condition for objects

sharedby concurrent processes.Informally , a concurrent ob-
ject o is linearizable if and only if each concurrent operation
history h for o is equivalent to somelegal sequential history
s, and s preserves the real-time partial order of operations
in h. The equivalence is basedon comparing the arguments
and return values of procedure calls. Legalit y is de�ned in
terms of a speci�cation of the correct behavior of the object.
We focus on proving atomicit y rather than linearizabilit y,
becauseatomicit y does not require a correctness speci�ca-
tion. Atomicit y can help establish linearizabilit y: �rst show
that the concurrent implementation executed sequentially
(i.e. , single-threaded) satis�es the sequential speci�cation,
and then apply our analysis to show the procedures of the
implementation are atomic.

Gao and Hesselink [5] used simulation relations to prove
that a non-blocking (called lock-free in [5]) algorithm re�nes
a higher-level (coarse-grained) speci�cation. Using the PVS
theorem prover, they proved correctnessof algorithms sim-
ilar to the ones in Sections 6.2 6.3. The proofs took a few
man-months and are not easily re-usablefor new algorithms.

Flanagan et al. developed type systems [3, 4] based on
Lipton's reduction theorem [10] to verify atomicit y. Wang
and Stoller [17] and Flanagan et al. [1] developed runtime
algorithms to check atomicit y. All of this work focuseson
locks and is not e�ectiv e for programs that usenon-blocking
synchronization.

Flanagan et al. extended their atomicit y type system with
a notion of purit y [2]. A code block is pure if, when it termi-
nates normally, it does not change the program state. Non-
blocking programs often contain code blocks that abort an
attempted update to a sharedvariable if the variable wasup-
dated concurrently by other threads; these code blocks are
often pure according to our de�nition of purit y, which gen-
eralizes the de�nition in [2] by taking into account liv eness
of variables and use of unique references. The type system
in [2] can show atomicit y of simple non-blocking algorithms
but not of any of the algorithms in Section 6, because it
does not accurately analyze usageof non-blocking synchro-
nization primitiv es; for example, it has no analogue of the

notions of \matc hing read" or \matc hing LL" in Section
5.2, and does not analyze exceptional variants (also de�ned
in Section 5.2) of a procedure separately.

Atomicit y used to optimize model checking can be re-
garded as a partial-order reduction [14], i.e. , a method for
exploiting commutativit y to reduce the number of states
explored by a veri�cation algorithm. For non-blocking al-
gorithms, traditional partial-order reductions are less e�ec-
tiv e than our analysis, becausethey do not distinguish left-
movers and right-movers, and they focus on exploiting com-
mutativit y of operations with little regard for the context
in which the operations are used, while our analysis consid-
ers in detail the context (surrounding synchronization and
conditions) of each operation.

The model-checking (i.e. , state-space exploration) algo-
rithm in [15] dynamically identi�es transactions, which cor-
respond roughly to executions of atomic blocks. Their algo-
rithm relies on a separateanalysis to determine commutativ-
it y of actions. An inter-pro cedural extension of our analysis
could be used for this. This would allow their algorithm to
be applied e�ectiv ely to non-blocking programs.

3. BACKGROUND

3.1 Non­Blocking Synchronization Primitives
Non-blocking synchronization primitiv esinclude Load-Linked

(LL) and Store-Condition al (SC), supported by PowerPC,
MIPS, and Alpha, and Compare-and-Swap(CAS), supported
by IBM System 370, Intel (IA-32 and IA-64), Sun SPARC
and the JVM in Sun JDK 1.5.

LL( addr) returns the content of the given memory ad-
dress. SC(addr; val) checks whether any other thread has
written to the address addr (by executing a successfulSC
on it) after the most recent LL( addr) by the current thread;
if not, the new value val is written into addr, and the op-
eration returns true to indicate success;otherwise, the new
value is not written, and false is returned to indicate fail-
ure. Another primitiv e VL (validate) is often supported.
VL( addr) returns true i� no other thread has written to
addr after the most recent LL( addr) by the current thread.

For a run of a program, the matching LL (if any) for
a SC(v; val) or VL( v) action is the last LL( v) before that
action in the samethread. If there is no matching LL for a
SC, the SC must fail.

CAS(addr; expval; newval) compares the content of ad-
dress addr to the expected value expval; if the two values
are equal, then the new value newval is written to addr,
and the operation returns true to indicate success;other-
wise, the new value is not written, and the operation returns
false to indicate failure.

CAS is also supported in the JVM of Sun JDK 1.5. There
are almost no synchron ize d blocks or methods in the java.
util.concu rr ent package. A Lock classimplemented using
CAS, which o�ers higher performance, is used instead.

Non-blocking synchronization primitiv es talk ed here, i.e. ,
LL, SC and CAS, are wait-free.

3.2 A Language: SYNL
We formalize our analysis for a languageSYNL (Synchro-

nization Language). The syntax of SYNL is shown in Table
1. There is no explicit procedurecall, asdiscussedin Section
1.



In SYNL, thread-local and procedure-local variables are
together called local variables. Global and local variables are
distinguished syntactically , asdescribed below. An unshared
object is an object accessedby only one thread. An unshared
variable is a local variable or a �eld of an unshared object.
A shared variable is a global variable or a �eld of a shared
object. A simple escape analysis is used to determine when
objects becomesshared.

A program consistsof global variable declarations, thread-
local variable declarations and procedure de�nitions. The
values of thread-local variables persist between procedure
calls.

An execution of a SYNL program consistsof an arbitrary
number of invocations (by the environment) of its proce-
dures with arbitrary type-correct arguments (for brevit y,
we leave the type system implicit), and with an arbitrary
amount of concurrency. Therefore, SYNL does not need
constructs to create threads.

Expressions in SYNL include constant values, variables,
�eld accesses,array accesses,non-blocking synchronization,
newoperation to allocate objects, and calls to primitiv e op-
erations. Variables may have primitiv e types and reference
types. A local variable may contain a reference a shared
object. For example, a �eld accessx.fd may accessboth
a local variable x and a shared variable (i.e. , a �eld of a
shared object). Primitiv e operations have no side e�ect,
such as arithmetic operations, etc.

The statements include assignments, lock synchroniza-
tion primitiv es, sequential composition, conditionals, local
blocks, loops, return , break and skip . A local state-
ment intro ducesa scoped procedure-local variable. The loop
statement de�nes an unconditional loop: \ loop s" is equiv-
alent to \ while (true) s". Any program with while loops
can be re-written using loop , if , and break . All loopstalk ed
in the paper are unconditional.

As syntactic sugar, we allow non-blocking primitiv esto be
usedas statements when their return valuesare not needed;
for example, SC(x; e) usedasa statement is a syntactic sugar
for: local dummy = SC(x; e) in skip .

P r ogr am ::= global var � ; thread-lo cal var � ;
procedure proc�

Pr ocedure ::= pn(var � ) stmt �

Statement ::= loc := e j synchroni zed(e) s j s; s
j if e s s j local x := e in s j loop s
j return j return e j break j skip

Expr ::= val j loc j CAS(loc;e;e)
j LL(loc) j VL(loc) j SC(loc;e)
j newC j pr im (e; :::)

Location ::= x j x:f d j x[e]
proc 2 Pr ocedure

s 2 Statement
e 2 Expr

loc 2 Location
pn 2 Pr ocedureN ame
val 2 V al

x 2 V ar iable
f d 2 F iel d

pr im 2 Pr imitiv e

Table 1: Syn tax of SYNL

An execution is an initial state and a sequenceof transi-
tions. A program state is a tuple which consists of a global
store G, a heap H , each thread's local store L and state-
ments. Each transition corresponds to one step of evalua-
tion of an expression or statement in a standard way. The
formal descriptions are in [16]. For each transition, we con-
sider the action performed by it. These actions capture the
relevant behavior of the transition for our analysis and are
described in Section 3.3. Note that all constructs in SYNL
are deterministic, so the intermediate states during an exe-
cution are uniquely determined by the initial state and the
sequenceof transitions, and we will sometimes talk about
executions as if those states were present in it.

Code blocks in a program P are atomic if: for all reach-
able states s of P , if all threads are executing outside those
code blocks in s, then s is alsoreachable in an execution of P
in which those blocks are executed atomically , i.e. , without
interruption by other threads (note that the reverse impli-
cation trivially holds).

3.3 Commutativity and Atomicity Types
A local action is an accessto an unsharedvariable or a �eld

accessperformed by dereferencinga unique pointer stored in
a local variable. Both of these kinds of accessesare always
both-movers (de�ne below) and are treated the sameway in
our analysis, so it is convenient to refer to both of them as
local actions. Any static uniquenessanalysis may be usedto
identify unique pointers. [16] presents a specialized unique-
nessanalysis for non-blocking algorithms that use working
copies of a shared object; no other uniqueness analysis is
needed for the examples in this paper. Other variable ac-
cessesare global actions. Acquire and releaseon sharedlocks
are also global actions. Thus, there are four kinds of global
actions: read, write, acquire lock and releaselock. Let R(v),
W (v), acq(v) and rel(v) denote these global actions, respec-
tiv ely, where v denotesthe accessedvariable or lock. LL and
VL are global reads. SC and CAS are global writes to their
�rst argument and, if their second or third argument are
shared variables, also global reads of those variables. Note
that arithmetic operations, etc., do not a�ect our analysis
and henceare not treated as actions.

Following [10], actions are classi�ed according to their
commutativit y. An action is a right-mover / left-mover if,
whenever it appearsimmediately before/after an action from
a di�eren t thread, the two actions can be swapped without
changing the resulting state. An action is a both-mover if
it is both a left-mover and a right-mover. An action not
known to be a left-mover or right-mover is atomic (since a
single action is executed in a single step of execution).

Theorem 3.1. Local actions are both-movers.

Proof. Accessesto unshared variables are obviously both-
movers. For a �eld accessperformed by dereferencing a
unique referencestored in a local variable, suppose that the
�eld is f , and thread t executes an action a that accesses
o:f by dereferencing some local variable l (i.e. , l contains
a unique reference to o). Before another thread can access
o:f , t must transfer the unique reference in l into a global
variable. This implies that a is a right-mover (becauseany
action of another thread that occurs immediately after a
cannot accesso:f ). Symmetrically , a is a left-mover be-
cause,between a and the closest preceding accessto o:f by



another thread, t must transfer the unique referencefrom a
global variable into l .

We assumethat acquire and releasehave the sameseman-
tics as in Java (actually , Java bytecode).

Theorem 3.2. Lock acquires are right-movers. Lock re-
leasesare left-movers.

Proof. See [4], from which this theorem is taken. Here is
a proof sketch. For acq(v), its immediate successorglobal
action a from another thread can not be a successfulacq(v)
or rel(v), becauseacq(v) would block, and rel(v) would fail
(in Java, it would throw an exception). Hence acq(v) and a
can be swapped without a�ecting the result, so lock acquire
is a right-mover. For similar reasons, lock releaseis a left-
mover.

Theorem 3.3. (1) For a global read R(v), if no global
write W (v) from other threads can happen immediately be-
fore/after R(v), R(v) is a left/right mover. (2) For a global
write W (v), if no global read R(v) or write W (v) from other
threads can happen immediately before/after W (v), W (v) is
a left/right mover.

Proof sketch. The main observations are that two reads
commute, and accessesto di�eren t variables commute.

We brie
y review atomicit y types which were intro duced
by Flanagan and Qadeer [4]. An atomicit y type is associated
with an expression or statement. The atomicit y types are:
right-mover (R), left-mover (L ), both-mover (B ), atomic
(A), and non-atomic (N , called compound in [4]). The �rst
three mean that all actions executed by the expression or
statement have the speci�ed commutativit y. Atomic has the
same meaning as in Section 3.2. Non-atomic is used when
none of the other atomicit y types applies. Atomicit y types
are partially ordered such that smaller ones give stronger
guarantees. The ordering is: B < t < A < N for t 2 f L; Rg.
The atomicit y type of an expression or statement can be
computed from the atomicit y types of its parts using the
following operations on atomicit y types. The join opera-
tion induced by this ordering is denoted by t . The iterative
closure t � of an atomicit y type t denotes the atomicit y of
a statement that repeatedly executed a sub-statement with
atomicit y type t. It is de�ned by: B � = B , R � = R, L � = L ,
A � = N , N � = N . The sequential composition a; b is de�ned
by the following table (the �rst argument is on the left; the
secondargument is on the top):

; B R L A N
B B R L A N
R R R A A N
L L N L N N
A A N A A N
N N N N N N

4. PURE LOOPS
For a loop (recall that all loops in SYNL are uncondi-

tional, i.e. , while (true) s), if the loop body terminates
exceptionally, via a break or return statement, it is called
exceptional termination ; otherwise, it is called normal ter-
mination . We de�ne pure loops basedon the notion of pure
statements intro duced in [2] 1 . Informally , a loop is pure if
1 In our framework, unlik e [2], purit y is a property (of loops)
that has no e�ect on the operational semantics.

its body (not the whole loop) hasno side e�ect under normal
termination. Intuitiv ely, a pure loop body that terminates
normally checks some state conditions (which are not sat-
is�ed) and has no side e�ects. When these conditions are
satis�ed, the loop body terminates exceptionally and may
have side e�ects. Therefore, following the idea proposed
in [2], to determine the atomicit y of a pure loop, we may
ignore its normal termination and focus on its exceptional
termination.

Note that pure is not the sameas side-e�ect free, because
a pure loop may have side e�ects under exceptional termi-
nation.

A simple example of a pure loop appears in the following
implementation of the Downoperation on a semaphore. It-
erations that end at return are exceptionally terminating.
Iterations that end at line 4 (i.e. , when tmp > 0 is false) or
line 5 (i.e. , when SC returns false ) are normally terminat-
ing and have no side e�ects.

1 Down(sem) {
2 loop
3 local tmp = LL(sem) in
4 if (tmp > 0)
5 if (SC(sem, tmp-1))
6 return;
7 }

A loop is pure if all actions that can occur in a normally
terminating iteration of the loop body (not the whole loop)
are pure actions with respect to that loop. An action is
pure with respect to a loop if any update performed by the
action is \in visible" after the normally termination of iter-
ation. Formally, a pure action should satisfy the following
conditions: (i ) it is a global action that doesnot perform an
update, or (ii ) it is a local action that either does not per-
form an update or performs an update to a variable v such
that (ii.a ) for all paths in the control 
o w graph from the
end of loop body (i.e. , the program point at the end of the
loop body from which control 
o ws back to the beginning
of the loop body) to procedure exit points, the next access
to v, if any, is a write, and (ii.b ) if v is not accessedon some
such path, then v is procedure-local. Note that v can be
a �eld of an object, i.e. , p:f d. If p is a unique reference
stored in a local variable, (ii:a ) implies that p:f d is rewrit-
ten before p is assignedto a global variable (i.e. , p escapes).
Informally , for a local action that performs an update, (ii )
means that v is dead at the end of the loop body, and the
written value is not visible outside the procedure. For LL
actions, another condition is required for the action to be
pure: (iii ) for each LL( v) that can be executed under nor-
mal terminations of the loop, each SC(v,-) that can match
it is also in the loop and there is a LL( v) on every path from
loop entry to the SC. This ensuresthat, in every execution,
the matching LL for that SC occurs in the same iteration
as the SC. This special condition for LL is neededbecause
LL implicitly performs an update that can a�ect subsequent
SCs by the samethread.

To check whether each loop is pure, we construct a control

o w graph (CFG), analyze it to identify actions that can
occur in normally terminating iterations of the loop body,
and then check whether those actions are pure with respect
to the loop according to the above de�nition. There is a
special casefor SC and CAS. When a SC is usedas the test
condition of an if statement (e.g., the last SC in Deq in
Figure 1), if only the false branch of the if statement can



be executed under normal termination of the loop body, the
SC is treated as a read (not an update). CAS is handled
similarly .

Deleting a transition from an execution means removing
it and adjusting the subsequent states. Details are described
in [16].

Theorem 4.1. Let � be an execution of a program P. Let
� 0 be an execution obtained from � by deleting all transitions
in a normal ly terminating iteration of a pure loop in a pro-
cedure p0 . Then � 0 is also an execution of P , and � and � 0

contain the same states in which all threads are executing
outside p0 .

Proof sketch. When the body of a loop terminates normally,
the thread begins another iteration of the same loop body
(recall that loops in SYNL are equivalent to while (true)
s). According to the de�nition of pure loop, under normal
termination its body performs no liv e residual update in
local actions, and no update in global actions, even if its
execution is interleaved with actions of other threads. Note
that an update performed by a local action of thread t that
dereferencesa unique referenceo stored in a local variable
is not visible to other threads, because(1) the update is not
liv e at the end of the iteration, and (2) during the itera-
tion, o is accessibleonly to t, since the iteration does not
contain global updates and hence cannot make o accessible
to other threads. The syntax of SYNL ensuresthat acquire
and releaseactions occur in matching pairs in an execution
of a loop body, so deleting them does not a�ect the result-
ing state or operations on the lock by other threads that
could have occurred while this thread held the lock. A more
detailed proof appears in [16].

5. CHECKING ATOMICITY
The main issue in applying Theorem 3.3 is determining

whether a global action can happen immediately before or
after another global action. Our analysis determines this
basedon how synchronization primitiv esare used.

5.1 Lock Synchronization
Lock synchronization is well studied. We sketch a simple

treatment of lock synchronization, to illustrate how analysis
of locks �ts into our overall analysis algorithm.

Theorem 5.1. If expressions e1 and e2 both appear in
the bodies of di�er ent synchroniz ed statements that syn-
chronize on the same lock, then e1 cannot be executed im-
mediately before or after e2 .

Proof sketch. At least one acquire and releasemust occur
between e1 and e2 .

Alias analysis may be used to determine whether two
synchroniz edstatements synchronize on the samelock when
actions in them may accessthe samevariable.

5.2 Non­Blocking Synchronization
Basedon Theorem 4.1, for pure loops, it su�ces to analyze

atomicit y of the loop body under exceptional termination.
For each break or return statement in a loop, the backward
slice of the loop body starting at that break or return and
ending at the loop's entry point is called an exceptional slice
of the loop.

To increasethe precision of the analysis, we split each pro-
cedure into exceptional variants . Each exceptional variant
is a specialized version of the procedure, and corresponds to
a selection of exceptional slices of its pure loops, with each
pure loop replaced by its selectedexceptional slice. An ex-
ample appearsin Section 6.1. If the selectedexceptional slice
includes only the true branch of an \ if e S1 S2 " statement,
then we replace the if statement with \ TRUE(e); S1 " in the
corresponding exceptional variants of the procedure; if the
slice includes only the false branch, we replace the if state-
ment with \ TRUE(!e); S2 ". A SC action in TRUE(SC(v;val))
must be successful. Note that non-pure loops appear un-
changed in the exceptional variants.

Theorem 5.2. If all exceptional variants of a procedure
p are atomic, then p is atomic.

Proof Sketch. Let P denote the original program which con-
tains p. Let P 0 denote the program obtained by replacing
procedure p with its exceptional variants. Let � be an exe-
cution of P . Let ' be a state in � in which all threads are
executing outside p.

According to Theorem 4.1, an execution � 0 of P can be
obtained from � by deleting all transitions in a normally
terminating iteration of a pure loop in procedure p, and '
is reachable in � 0. By the de�nition of exceptional variant,
� 0 is also an execution of P 0.

By hypothesis, all exceptional variants of p are atomic. By
the de�nition of atomicit y, there exists an execution � 00 of
P 0 in which all of the exceptional variants of p are executed
atomically and in which ' is reachable.

By the de�nition of exceptional variants of a procedure,
every invocation of an exceptional variant of p is also an
invocation of p. Therefore, � 00 is also an execution of P , and
all invocations of p in � 00 are executed atomically , and ' is
reachable in � 00. Thus, by the de�nition of atomicit y, p is
atomic.

In an execution, there is a unique matching LL action for
each successfulSC action in an execution. In program code,
there might be multiple LL expressionsor statements that
can produce the matching LL action for an occurrence of
SC. We call these the matching LL expressionsof the SC
expression. For example, if there is an if statement before
a SC, and both branches of the if statement contain LL,
either of the LL expressionscan possibly match the SC.

For a SC(v; val) in a program, to �nd its matching LL
expressions,wedo a backward DFS on the control 
o w graph
starting from the SC, and not going past edgeslabeled with
LL( v). All of the visited occurrences of LL( v) match the
SC. For a VL( v), its matching LLs can be found in the same
way.

We implicitly assumehereafter that each SC has a unique
matching LL expression. This assumption is not essential,
but it simpli�es the analysis and is satis�ed by the non-
blocking algorithms we have seen. We also implicitly assume
that a variable updated by a SC is updated only by SC, not
by regular assignment or CAS.

Theorem 5.3. For a successful SC(v; val) or VL( v) ex-
pression and its matching LL( v), a successfulSC expression
on v executed by another thread cannot be executed between
them, so the successful SC or VL is a left-mover, and the
matching LL is a right-mover.



Proof. This follows from the semantics of LL, SC and VL.

Theorem 5.4. For a successfulSC(v; val) expressionand
its matching LL( v), and for a successful SC(v; val0) expres-
sion executed by another thread t 0, the SC by t0, its matching
LL , and all transitions of t0 between them cannot be executed
between the SC(v; val) and its matching LL (v).

Proof sketch. Let SC0 and LL 0 denote the SC and LL , re-
spectively, executed by t0. According to Theorem 5.3, SC0

cannot happen between LL (v) and SC(v). Thus, there are
two cases: SC0 happens before LL (v), or SC0 happens af-
ter SC(v; val). For the �rst case, the theorem obviously
holds. For the second case, if LL 0 happens between LL (v)
and SC(v; val), SC(v; val) will happen between LL 0 and
SC0, which is impossible according to Theorem 5.3. If LL 0

happens after SC(v; val), the theorem obviously holds.
CAS is often used in a similar way as LL/SC. CAS re-

quires an expected value as a parameter. There is often an
assignment before CAS to save the old value into a tempo-
rary variable that is usedas the expected value. For a CAS,
its matching read, if any, is the action which reads the old
value and saves it as the expected value. Note that a CAS
can succeedeven without a matching read; a SC cannot. We
use a backward search on the control 
o w graph to �nd the
matching reads for a CAS expression. We implicitly assume
hereafter that there is a unique matching read for each CAS.

CAS-based programs may su�er from the ABA problem:
if a thread reads a value A of a shared variable v, computes
a new value A 0, and then executesCAS(v; A; A 0), the CAS
may succeed when it should not, if the shared variable's
value was changed from A to B and then back to A by
CASs of other threads. The common solution is to associate
a modi�cation counter with each variable accessedby CAS
[12]. The counter is read together with the data value, and
each CAS checks whether the counter still has the previously
read value. A successfulCAS increments the counter. With
this mechanism, variants of Theorem 5.3 and 5.4 hold for
CAS: just replace\matc hing LL" with \matc hing read", and
replace \SC" with \CAS".

5.3 Condition­basedNon­Blocking
Synchronization

A predicate p(lvar ) is called a local condition of a code
block local lvar = e in stmt (which is called a local block
on lvar ), if it satis�es the following two conditions: (i ) lvar
is not updated in stmt , and (ii ) p(lvar ) holds throughout
execution of stmt .

Condition (i ) is easy to check, becausethere is no alias-
ing of local variables in SYNL. When condition (i ) holds,
the local condition can easily be obtained from the TRUE
statements in stmt that depend only on lvar . For exam-
ple, in Figure 3, a local condition for the code block a5-a8
is next == nul l , and a local condition for the code block
b2-b5 is next ! = nul l . If condition (i ) does not hold, or no
appropriate TRUEstatements appear in the local block, its
local condition is true .

A local block of the form local lvar = LL(svar ) in f stmt ;
TRUE(SC(svar;val)); g is called a LL-SC block on svar .

Theorem 5.5. Supposea shared variable svar is updated
only by SC expressions in LL-SC blocks, and every LL-SC
block local lvar = LL(svar ) in f stmt ;TRUE(SC(svar; val)) ;g

in the program has the same local condition p(lvar ). Sup-
pose a local block local lvar 0 = svar in stmt 0 has a local
condition !p(lvar 0). No transition in that local block can be
executed inside any LL-SC block on svar , and no transition
in any LL-SC block on svar can be executed inside that local
block.

Proof sketch. The conclusion follows from the fact that
svar is not updated by other threads during execution of
the LL-SC block (becausethat would cause its SC to fail),
so p(svar ) (note svar is equal to lvar ) holds during exe-
cution of the LL-SC block, and the fact that svar is not
updated during execution of stmt 0, because!p(svar ) would
still hold when the �rst successfulSC interleaved in stmt 0

happens, contradicting the SC's local condition, so !p(svar )
holds throughout execution of stmt 0. For details, seeAp-
pendix A.

The de�nition of LL-SC block and the above theorem can
be generalized, so that the LL does not need to occur at
the beginning of a local block, and the SC does not need to
occur at the end of a local block. A similar theorem exists
for CAS.

5.4 Atomicity Infer ence
To analyze atomicit y of each procedure in a SYNL pro-

gram, we identify pure loops, then replace each procedure
with its exceptional variants. We compute atomicit y types
for all expressionsand statements in the resulting program
as follows:

� Step 1: Identify all local actions and lock actions. Ac-
cording to Theorem 3.1, all local actions have atomic-
it y type B. According to Theorem 3.2, all lock acquires
and releaseshave atomicit y type R and L, respectively.
A simple escape analysis is used to identify accesses
to objects that have not escaped from the creating
threads; those accessesare lik e accessesto unshared
variables and have atomicit y type B.

� Step 2: According to Theorem 5.3, if all updates on a
variable v are donethrough SC, all successfulSC(v; val)
and VL( v) have atomicit y type L, and their matching
LL( v) have atomicit y type R. The analogous theorem
for CAS is used for successfulCAS and their matching
reads.

� Step 3: Infer local conditions for local blocks, as de-
scribed in Section 5.3.

� Step 4: Using Theorems 5.1, 5.3, 5.4 and 5.5, for each
read, check whether there is a write on the samevari-
able that can happen immediately before/after it; for
each write, check whether there is a read or write on
the samevariable can happen immediately before/after
it. For accessto variables on the heap, the analysis
does a case split on whether two �eld accessesrefer
to the same location; we consider both cases,unless
alias analysis shows one is impossible. Our current
alias analysis just checks whether the referenceshave
the sametype and whether the same�eld is being ac-
cessed.Assign atomicit y types to the reads and writes
based on Theorem 3.3. If some reads and writes were
given atomicit y types in previous steps, use the mini-
mum of the atomicities basedon the partial order dis-
cussedin Section 3.3.



� Step 5: For actions not given an atomicit y type in
previous steps, conservativ ely assign them atomicit y
type A.

� Step 6: Propagate atomicit y types from the actions
up through the abstract syntax trees of the procedures
using the atomicit y calculus in [4]. The atomicit y type
of a compound program construct is computed from
the atomicit y types of its parts using join, sequential
composition, and iterativ e closure as appropriate.

� Step 7: For each procedure p in the original program,
if every exceptional variant of p has a procedure body
with atomicit y type A, then by Theorem 5.2, p has
atomicit y type A.

6. APPLICATIONS
This section demonstrates the applicabilit y of our analysis

to four non-trivial non-blocking algorithms from the litera-
ture. Although in two caseswe must modify the algorithm
before applying our analysis, we consider the results encour-
aging, since we do not know of any other algorithmic (i.e. ,
automatic) analysis that can show atomicit y of the same(or
larger) code blocks in the modi�ed or original versions.

6.1 Michael and Scott's Non­Blocking FIFO
QueueUsingLL/SC/VL

Figure 1 contains code for a non-blocking FIF O queue
(NF Q) that usesLL/SC/VL [11]. It is similar to the well-
known CAS-based algorithm in [13]. It usesa singly-link ed
list whose head and tail are pointed to by global variables
Headand Tail . Enqueueconsistsof three main steps: create
a node, add it to the end of the list, and update Tail . A
blocking implementation would usea lock around the second
and third steps to achieve atomicit y. In the non-blocking al-
gorithm, if a thread gets delayed (or killed) after the second
step, other threads may update Tail on its behalf; in that
case,if the delayed thread later tries to update Tail , its SC
will harmlessly fail. To avoid blocking, the dequeueopera-
tion also updates Tail . A dummy node is used as the head
of the queue to avoid degeneratecases.The code for Deqin
[11, 13] stores the value of LL(Tail) in a local variable; the
code in Figure 1 does not. This does not a�ect the correct-
nessor performance of the algorithm but makes it easier to
analyze.

We would lik e to show that NFQ is linearizable, using
the two-step approach described in Section 1. An obstacle
is that the loops in Enq and Deq are not pure, becauseof
the updates to Tail . Therefore, we modify the program to
make the loops pure before applying our analysis algorithm;
speci�cally , we consider the modi�ed program NFQ0 in Fig-
ure 2 and argue that the modi�cation preserves lineariz-
abilit y (the proof is relativ ely easy). In NFQ0, all updates
to Tail are performed in a separate procedure UpdateTai l .
UpdateTail may be invoked (by the environment) at any
time, so NFQ0 is e�ectiv ely more non-deterministic than
NFQ.

In other words, NFQ0 can simulate all behaviors of NFQ.
It is not di�cult to show that linearizabilit y of NFQ with re-
spect to any speci�cation (of the kind de�ned in [8]) follows
from linearizabilit y of NFQ0 with respect to that speci�ca-
tion augmented freely with calls to UpdateTail . A more
precise statement of this theorem and a proof appear in

void Enq(int value) int Deq()
node = new Node(); loop
node.valu e = value; local h = LL(Head) in
node.next = null; local next = h.Next in
loop if !VL(Head) continue;

local t = LL(Tail) in if (next == null)
local next = LL(t.Next) in return EMPTY;

if (!VL(Tail)) continue; if (h == LL(Tail))
if (next != null) SC(Tail,nex t);

SC(Tail,n ext ); continue;
continue; local value = next.Value in

if (SC(t.Next, node) ) if (SC(Head,next ))
// optional return value;
[SC(Tail, node); ]
return;

Figure 1: Non-Blo cking FIF O Queue (NF Q). Names
of global variables start with an upp ercase letter. The
declarations of global variables Tail and Head are not
shown.

[16]. Our analysis algorithm can show that the procedures
in NFQ0 are atomic. To conclude NFQ0, and hence NFQ,
are linearizable with respect to a sequential speci�cation of
FIF O queues,we also need to show that NFQ0 executed se-
quentially satis�es that speci�cation. One approach is to
use a powerful veri�cation tool such as TVLA [18] which
is a model checker based on static analysis. With our ap-
proach, TVLA only needsto consider sequential executions
of NFQ0, so the veri�cation will be much faster and usemuch
lessmemory than the veri�cation in [18], where TVLA was
used to show directly that NFQ satis�es some complicated
temporal logic formulas.

To evaluate the speedup that our atomicit y analysis can
provide for subsequent veri�cation, we usedTVLA to verify
several correctnessproperties of NFQ0, similar to the prop-
erties in [18, Table 2]. We analyzed the correct program with
two di�eren t environments: in the �rst one, the number of
threads that concurrently call AddNodeis unbounded (there
is only one thread performs dequeues, and there is only
one UpdateTail thread, since it contains a non-terminating
loop); in the secondone, the number of threads that concur-
rently perform dequeuesis unbounded (the threads that per-
form AddNodeand UpdateTail are single). We also checked
the properties for an incorrect version of NFQ0; speci�cally ,
wedeleted the statement if (next.ref != null) continue
in the AddNodeprocedure; TVLA catches this error. We
performed all experiments twice: once with each procedure
body declared as atomic, as inferred by our analysis algo-
rithm, and once without those declarations. The atomicit y
declarations had little e�ect on the time neededfor TVLA
to �nd an error in the incorrect program, but it reduced the
time and space needed to verify the correct versions by a
factor of 100 or more. The experimental results appear in
Table 2.

All exceptional variants for the procedures of NFQ0 are
listed in Figure 3. The left side column shows line num-
bers and the atomicit y type of the code on each line. A
line may contain multiple actions; we refer to the sequential
composition of their atomicit y types as the atomicit y type
of the line. We show how the atomicit y analysis algorithm
in Section 5.4 works on these procedures.

In step 1, a1, a2, a3, a7, a9, b4, b6, c4, c5, d4 and d8 are
classi�ed as both-movers becausethey accesslocal variables.



program without atomic with atomic
states time states time

unbounded AddNode 4500 > 19hrs 13 3.0s
threads
unbounded Deq' 1285 88 min 10 1.7s
threads
incorrect 13 5 sec 13 3.0s
AddNode

Table 2: Exp erimen tal results for veri�cation of
NF Q0 with TVLA.

void AddNode(int value) void UpdateTai l()
local node = new Node() in loop
node.Value = value; local t = LL(Tail) in
node.Next = null; local next = t.Next in
loop if !VL(Tail)

local t = LL(Tail) in continue;
local next = LL(t.Next) in if (next != NULL)

if !VL(Tail) SC(Tail,n ext );
continue; return;

if (next != null)
continue;

if SC(t.Next,n ode)
return;

int Deq'()
loop

local h = LL(Head) in
local next = h.Next in

if (!VL(Head ))
continue;

if (next == null)
return EMPTY;

if (h == LL(Tail))
continue;

local value = next.Valu e in
if (SC(Head,next ))

return value;

Figure 2: NF Q0, a mo di�ed version of NF Q

In step 2, a4, a5, b1, c1 are d1 are classi�ed as right-
movers, becausethey are matching LLs for successfulSCs
or VLs; a6 (which is reclassi�ed as a both-mover in step
4), a8, b5, c3, and d7 are classi�ed as left-movers because
they are successfulSCs or VLs; b3 and d3 are classi�ed as
right-movers, and then reclassi�ed in step 4 as both-movers
becausethey are betweenmatching LLs and successfulSCs.

In step 3, the local condition for a5-a8and c2-c4is next ==
nul l . The local condition for b2-b5 and d2-d8 is next ! =
nul l .

Now consider step 4. Let t a and t u denote the local vari-
able t in AddNodeand UpdateTail , respectively. If t a .Next
of the LL-SC block in AddNodeis aliased with t u .Next of the
local block in UpdateTai l , then according to Theorem 5.5,
the update on Tail (i.e. , b5) cannot happen betweena6 and
a7, soa6 is a both-mover. a8 cannot happen betweenb2 and
b3, so b2 is a right-mover. Suppose t a .Next is not aliased
with t u .Next; this implies t a is not aliased with t u , i.e. ,
t a 6= t u , so even if a8 happens between b2 and b3, b2 is a
right-mover by Theorem 3.3. t a 6= t u implies that the Tail
in AddNodeis not equal to Tail in UpdateTai l . Thus, even
if b5 happens between a6 and a7, a6 is still a both mover
by Theorem 3.3. For d2, if h.Next is aliased with t.Next of

void AddNode(in t value)
a1:B local node = new Node() in
a2:B node.Value = value;
a3:B node.Next = null;
a4:R local t = LL(Tail) in
a5:R local next = LL(t.Next) in
a6:B TRUE(VL(Tail)) ;
a7:B TRUE(next == null);
a8:L TRUE(SC(t.Next ,no de) );
a9:B return;

void UpdateTail ()
b1:R local t = LL(Tail) in
b2:R local next = t.Next in
b3:B TRUE(VL(Tail) );
b4:B TRUE(next != NULL);
b5:L TRUE(SC(Tail, next)) ;
b6:B return;

int Deq'1()
c1:R local h = LL(Head) in
c2:A local next = h.Next in
c3:L TRUE(VL(Head) );
c4:B TRUE(next == null);
c5:B return EMPTY;

int Deq'2()
d1:R local h = LL(Head) in
d2:R local next = h.Next in
d3:B TRUE(VL(Head) );
d4:B TRUE(next != null);
d5:A TRUE(h != LL(Tail)) ;
d6:B local value = next.Value in
d7:L TRUE(SC(Head,n ext ));
d8:B return value;

Figure 3: Exceptional varian ts for pro cedures of
NF Q0.

AddNode, a8 cannot happen betweend2 and d3 according to
Theorem 5.5, hence d2 is a right-mover by Theorem 3.3; if
h.Next is not aliasedwith t.Next , d2 is again a right-mover.
Also in step 4, d6 is inferred to be a both-mover, because
there is no write on the Value �eld of any sharedobject; the
only write a2 on Value is on an object that has not escaped.

In step 5, the unclassi�ed c2 and d5 are given atomicit y
type A. Step 6 infers that each procedure in Figure 3 has
atomicit y type A. Step 7 infers that all procedures in NFQ0

are atomic.

6.2 Herlih y'sNon­Blocking Algorithm for
Small Objects

Figure 4 shows Herlih y's algorithm for non-blocking con-
current implementation of small objects [7]. Supposea small
object (i.e. , small enough to be copied e�cien tly) is shared
by a set of threads. The main stepson each thread in the al-
gorithm are: (1) read the shared object referenceusing LL;
(2) copy the data from the shared object into a private (i.e. ,
currently unshared) working copy of the object; (3) perform
the requestedcomputation on the private object; (4) switch
the references between the shared object and the private
object using SC and an assignment statement. Note that,
the formerly shared object becomesa private copy, and the
formerly private object becomesthe current shared copy.

Before a thread t1 switches the reference of the shared
copy o with the private copy of t1 , another thread t2 may
read the referenceto o using LL(Q) . Even though o becomes



void proc(Node Q) loop
local m = LL(Q) in a1:R local m = LL(Q) in

copy(prv.d at a,m.da ta) ; a2:B copy(prv.da ta, m.dat a);
if (!VL(Q)) continue; a3:B TRUE(VL(Q));
computatio n( prv .da ta) ; a4:B computation (pr v.d at a);
if (SC(Q,prv )) a5:L TRUE(SC(Q,prv) )

prv = m; a6:B prv = m;
break; a7:B break;

Figure 4: Herlih y's non-blo cking algorithm for small
ob jects. Left column: original code. Righ t column:
the exceptional varian t. prv is a thread-lo cal vari-
able, Q is a shared variable.

the private copy of t1 , t2 may still hold the reference to o,
though the SC of t2 will fail later, causing t2 to loop and read
the current referencefrom Q. Thus, t1 may write to o while
t2 copiesdata from o. If t2 tried to perform a computation
on a copy of the data that re
ects only part of someupdate,
it might su�er a fatal error, such as divide by zero. Line a3
prevents this: if o:data (accessedas m.data ) is modi�ed by
another thread during the copy in line a2, the VL will fail.

Applying the uniquenessanalysis in [16] to this algorithm
shows that accessesto �elds of prvObj are local actions, be-
cause prvObj e�ectiv ely contains a unique reference. It is
easy to check that the update to prv.data is a pure action
with respect with the loop, and hencethe loop is pure. The
procedure has only one exceptional variant shown in Fig-
ure 4. According to Theorem 5.4, the LL-SC block a1-a5
is atomic. Both variables in a6 are local, so a6 is a both-
mover. Combining these atomicities shows that the excep-
tional variant is atomic, and hencethe original procedure is
atomic.

6.3 Gaoand Hesselink'sNon­Blocking
Algorithm for Large Objects

For large objects, copying is the major performance bot-
tleneck. Gao and Hesselink [5] proposed an algorithm to
avoid copying the whole object. The �elds of each object
are divided into disjoint groups such that each operation
changes only �elds in one group. When copying data be-
tween the shared and private copies of an object, only the
modi�ed groups are copied. To e�cien tly detect modi�ca-
tions, a version number is associated with each group of
�elds of each copy of the object. The algorithm works as
follows: (1) read the shared object referenceusing LL; (2)
copy data and version numbers in all modi�ed groups of
�elds of the currently shared copy of the object into the cor-
responding groups of �elds of the current thread's private
copy; (3) do the computation on the private copy, updating
�elds in somegroup and incrementing the corresponding ver-
sion number; (4) switch the referencesbetween the shared
object and the private object using SC. The algorithm is
more complicated than the algorithm for small objects in
Section 6.2 mainly becauseof the loops over groups of �elds,
the conditional behavior depending on which groups of �elds
changed, and the useof version numbers to e�cien tly detect
changes.

Our analysis cannot directly show that the algorithm is
atomic, due to the use of version numbers. Our analysis
algorithm is able to show that a version of the algorithm
does not use version numbers is atomic. We then show that
the transformations that optimize the algorithm by intro-

void proc(Objec t SharedObj, int g)
a1 loop
a2 local m = LL(SharedObj) in
a3 local i = 1 in
a4 loop
a5 if (i>W) break;
a6 copy(prvObj .da ta[ i], m.dat a[i ]);
a7 if (!VL(Shared Obj))
a8 continue a2;
a9 i++;
a10 if (!VL(Shar edObj) ) continue a2;
a11 compute(pr vObj, g);
a12 if (SC(SharedObj,p rvObj) )
a13 prvObj = m;
a14 return;

Figure 5: Gao and Hesselink's Non-Blo cking Algo-
rithm for Large Ob jects: Simpli�ed Program 1

ducing and using version numbers preserve atomicit y; this
is relativ ely easy.

We show that the non-blocking algorithm for large ob-
jects in Figure 7 is atomic. We use continue in the pseudo-
code, even though SYNL doesnot have continue . It is easy
to eliminate the continue , with no signi�can t e�ect on the
atomicit y analysis. The procedurecall copy(prvOb j.d at a[i ],
m.data[i]) copiesthe data in m.data[i] to prvObj.dat a[ i] .
The procedure compute(prv Obj,g ) doescomputation based
on the data in prvObj and writes the result into prvObj.da ta [g] .

The algorithm in Figure 7 di�ers in someminor ways from
the original algorithm in [5]. The program in Figure 7 sim-
pli�es the algorithm in [5] by removing redundant array old .
Our version, lik e the program in Section 6.2, usesVL (line
a13) to prevent errors due to inconsistent states of prvObj
that may result from updates during copying (line a8). [5]
simply assumedthat such errors do not occur. Also, we omit
the guard predicate usedin [5] to optimize caseswhere com-
pute is applied in a state in which it performs no updates.

Figure 5 shows a simpli�ed version of the algorithm in
which all data of the shared object (i.e. , m) are copied into
the working object (i.e. , prvOb j) of the current thread in
every iteration of the outer loop. Applying the unique-
ness analysis in [16] shows that all �eld accessesthrough
prvObj are local actions, becauseprvObj e�ectiv ely contains
a unique reference. Moreover, prvObj.dat a[ i] is dead at
the end of the outer loop's body under all normal termina-
tions. Therefore, the outer loop is pure. By the same rea-
soning as for the non-blocking algorithm for small objects
in Section 6.2, the procedure in Figure 5 is atomic.

Figure 6 shows an improved version of the code in Figure 5
in which the copy is omitted from m.data[i] to prvObj.da ta [i]
when those two locations already contain the same value.
The program in Figure 6 clearly has the same behavior as
the program in Figure 5. Therefore, the procedure in Figure
6 is atomic.

Figure 7 shows an improved version of the code in Figure 6
in which version numbers are used to e�cien tly and conser-
vativ ely check whether m.data[i] and prvObj.da ta [i] are
equal. \Conservativ ely" here means that the check might
return falsewhen they contain the samevalue (e.g., because
the values stored in m.data[i] and prvObj.dat a[ i] hap-
pen to be equal), but this merely causesthe code in Figure
7 to do an unnecessarycopy (i.e. , the copy does not actu-
ally change the value of prvObj.data [i ] ). The last state-



void proc(Objec t SharedObj, int g)
a1 loop
a2 local m = LL(SharedObj) in
a3 local i = 1 in
a4 loop
a5 if (i>W) break;
a6 if (prvObj.dat a[i ] != m.data[i] )
a7 copy(prvOb j.d ata [i] ,m.da ta[ i]) ;
a8 if (!VL(Share dObj))
a9 continue a2;
a10 i++;
a11 if (!VL(Share dObj) ) continue a2;
a12 compute(pr vObj,g );
a13 if (SC(SharedObj,p rvObj) )
a14 prvObj = m;
a15 return;
a16 //else continue a2;

Figure 6: Gao and Hesselink's Non-Blo cking Algo-
rithm for Large Ob jects: Simpli�ed Program 2

void proc(Objec t SharedObj, int g)
a1 loop
a2 local m = LL(SharedObj) in
a3 local i = 1 in
a4 loop
a5 if (i>W) break;
a6 local newVersion[ i] = m.version [i] in
a7 if (newVersio n[i ] != prvObj.versi on[i] )
a8 copy(prvO bj. dat a[ i], m.data [i] );
a9 if (!VL(Shar edObj ))
a10 continue a2;
a11 prvObj.ve rsi on[ i] = newVersion[ i];
a12 i++;
a13 if (!VL(Share dObj) ) continue a2;
a14 compute(pr vObj,g );
a15 prvObj.ver sio n[g ]+ +;
a16 if (SC(SharedObj,p rvObj) )
a17 prvObj = m;
a18 return;
a19 else
a20 prvObj.versi on[g] = 0;

Figure 7: Gao and Hesselink's Non-Blo cking Algo-
rithm for Large Ob jects: Full Program with Mo di-
�cation

ment prvObj.v ers ion [g ] = 0 is neededso that the update
to prvObj.vers io n[g ] from line a15 will be discarded if the
SC fails. The program in Figure 7 clearly has the samebe-
haviors asthe program in Figure 6. Therefore, the procedure
in Figure 7 is atomic.

To evaluate the bene�t of our atomicit y analysis com-
pared to a traditional partial-order reduction, we imple-
mented the algorithm for large objects in the model checker
SPIN [9]. We wrote a driv er with 3 threads that concurrently
invoke arithmetic operations on a shared object with 3 inte-
ger �elds, each in its own group. The input �les are available
at the URL in [16]. The numbers of reachable states are:
4,069,080with no optimization; 452,043with SPIN's built-
in partial-order reduction; 69,215 with the procedure body
declared as atomic, as inferred by our analysis algorithm;
and 4619 with both optimizations.

6.4 Michael'sLock­Fr eeMemory Allocator
Michael designed an e�cien t and robust lock-free (i.e. ,

non-blocking) memory allocator that uses CAS [12]. We
applied our analysisalgorithm to the pseudo-code for malloc
in Figure 4 of [12]. We assumethat the auxiliary procedures
for which code is not given in [12] are atomic. We inline
all calls to other procedures. All the loops are pure, and
all their exceptional slices are atomic. Moreover, all CAS-
blocks (from each successfulCAS back to the matching read)
are atomic, becauseall actions in the CAS-blocks are either
accessesto local variables, or accessesto read-only shared
variables. Some CAS actions do not have matching reads;
each one by itself is an atomic code block. The remaining
actions are local actions; they can be combined with the
previous or following atomic block. More details appear in
[16]. In summary, the allocation routines contain 74 lines
of pseudo-code (actual C code may be signi�can tly longer),
and our analysis classi�es it into 15 atomic blocks.

7. CONCLUSIONS
This paper presents a static analysis to infer atomicit y of

code blocks in programs with non-blocking synchronization.
Although we need to modify the program before applying
our analysis in two out of the four examplesin Section 6, we
consider the results encouraging, since we do not know of
any other algorithmic (i.e. , automatable) analysis that can
show atomicit y of the same (or larger) code blocks in the
modi�ed or original versions. Theorem-proving approaches,
such as [5], can verify atomicit y of the original programs but
require much more manual e�ort than our approach, even
if our analysis algorithm is applied manually. In programs
where entire proceduresare not atomic, such as the memory
allocator example in Section 6.4, our analysis shows that
many code blocks are atomic; this can signi�can tly reduce
the number of states consideredduring subsequent analysis
and veri�cation.
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APPENDIX

A. PROOF OF THEOREM 5.5

Lemma A.1. Suppose a shared variable svar is updated
only by SC expressions in LL-SC blocks, and every LL-SC
block local lvar = LL(svar ) in f stmt ;TRUE(SC(svar; val)) ;g
in the program has the same local condition p(lvar ). Sup-
posea local block S local lvar 0 = svar in stmt 0 has a local
condition !p(lvar 0). Any successful SC(svar ) in the LL-SC
blocks cannot happen inside S.

Proof. We prove the lemma by showing a contradiction.
Suppose a successfulSC(svar ) in a LL-SC block executed
by another thread happens inside S. Without loss of gen-
eralit y, we consider the �rst such SC(svar ). According to
the assumption, !p(lvar ) holds during stmt 0. Becausesvar
is updated only by SC actions from LL-SC blocks, lvar 0 ==
svar and hence !p(svar ) holds from the start of stmt 0 until
SC(svar ) happens. This implies that !p(svar ) holds when
SC(svar ) happens. The LL-SC block has local condition
p(lvar ), and lvar == svar holds until the SC, becauselvar
is not updated in the LL-SC block, and svar is not updated
before the �rst successfulSC on it, so p(svar ) holds when
SC(svar ) happens. This contradicts the previous conclu-
sion. This concludes the proof of the lemma.

Proof of Theorem 5.5. According to Lemma A.1, no suc-
cessful SC(svar ) can happen inside S. Consider an execu-
tion of a LL-SC block on svar . There are two cases:

case 1: the successfulSC happens before S. Thus, the
whole LL-SC block happens before S. Obviously, the theo-
rem holds in this case.

case2: the successfulSC happensafter S. If the matching
LL also happens after S, the whole LL-SC block happens
after S. Hence the theorem holds. Suppose the matching
LL happens inside S or before S. Similar to the proof of
Lemma A.1, becausesvar is updated only by SC actions
from LL-SC blocks, and no successfulSCs happen inside S
or between the matching LL and the SC, lvar 0 == svar
and hence !p(svar ) holds from the start of stmt 0 until the
SC(svar ) happens. Thus, !p(svar ) holds when SC(svar )
happens. By the same reason of the proof of Lemma A.1,
p(svar ) holds when SC(svar ) happens. This contradicts the
previous conclusion. Therefore, when SC happens after S,
the matching LL cannot happen inside S or before S.


