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Specification and Verification of Reactive Systems

» Wireless network protocols
(e.g., AODV routing protocol, RFC3561).

» Each network node is a reactive system.

» We prove properties of (arbitrary) networks of nodes.

» Modelling language: the process algebra AWN.

» Proof technique: inductive invariants (after Manna and Pnueli),
plus ‘open’, lifting, and transfer rules.

Application of Isabelle/HOL

» Language definition and many proofs are standard.
» One or two tricks to mechanize.

» Informed by O. Miiller’s thesis work (in particular).
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Pencil-and-paper model and proof

A Process Algebra for Wireless Mesh Networks
used for
Modelling, Verifying and Analysing AODV

e » Team of experts in formal methods

i R and wireless protocols.

» Layered process algebra AWN.

» o . paricuily

de mobiiy, e pat
mmmc and contadi
S0

et o e resoning

Bicad o e unambiguous secation. we ocic some prosemssnd liiions of AODV

by AODY and the ot hat some routcs e ot found st ll. Tese problns are then alysd and
improvements are suggested. Since the improsenens re formalied i the same process b,
the proofs ae again relatvely casy.

Version June 29, 2013
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Pencil-and-paper model and proof

» Team of experts in formal methods
and wireless protocols.

» Layered process algebra AWN.

Invariants

» Fastidious proofs over nodes.

» Looser extension to networks.
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Outline

Modelling (AWN)
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Modelling Network Protocols

description state
protocol recursive specifications: [ pairs: (&, p)
deep embedding for terms
shallow embedding for data
networks terms: (D; {A}), _|_. trees of tuples
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Modelling Network Protocols

description state
protocol recursive specifications: [ pairs: (&, p)

deep embedding for terms

shallow embedding for data
networks terms: (D; {A}), _|_. trees of tuples

PAodv

Isopv PNewPkt = labelled PNewPkt (
(AE. if dip & = ip & then {&} else 0)
deliver(data) . [[clear-locals]] call(PAodv)
®

(AE. if dip & # ip & then {&} else 0)
[[AE. &(Istore := add (data &) (dip &) (store &))]]
[[clear-locals] call(PAodv) )

PNewPkt

Bourke: 5/25



Modelling Network Protocols

description state
protocol recursive specifications: [ pairs: (&, p)

deep embedding for terms

shallow embedding for data
networks terms: (D; {A}), _|_. trees of tuples

record state =

Ip - "ip"

sn :: "sqn"

rtoo et

rregs :: "(ip X rreqid) set"
store :: "store"

msg  : "msg"
data :: "data"
dests :: "ip — sqgn"
pre :: "ip set"
rreqid :: "rreqid"
dip = "ip"

oip = "ip"

hops :: "nat"
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Modelling Network Protocols

description state
protocol recursive specifications: [ pairs: (&, p)
deep embedding for terms

shallow embedding for data

networks terms: (D; {A}), _|_. trees of tuples
I
/ \
l (D; {A})
/N
(A {B,D})

(Bi {A. C}) (G {B})
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Mechanization of AWN

closed ()

paodv i qmsg

(linit :: 's set, trans ::

cnet » AWN: layered process algebra
» SOS rules for each ‘operator’
» Layers transform lower layers
node
» Model all as automata
parp (initial states and transitions)
segp
('s x 'ax's)set]) i (’s,'a)automaton
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Mechanization of AWN

closed () » AWN: layered process algebra
I » SOS rules for each ‘operator’
» Layers transform lower layers
(i:o:R) node
» Model all as automata
« parp (initial states and transitions)
paodyv i gmsg
paodv i = (linit = {(aodv-init i, T"yopy PAodv)}, trans = seqp-sos I"sopv)
& =fa & ((&, T pn), a, (&, p')) € seqp-sos I'
((&, {I}[fall p), T, (&', p)) € seqp-sos I' ((&, call(pn)), a, (&', p')) € seqp-sos I'

((&, {I}groupcast(ips, ms) . p), groupcast (ips &) (ms &), (&, p)) € seqp-sos I’
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Mechanization of AWN

closed () » AWN: layered process algebra
I » SOS rules for each ‘operator’
» Layers transform lower layers
(i:o:R) node
>
(« ?i/lnoi’(cjizll zlcla:Zsa:rtZTf:r?sitions)
paodv i qmsg seqp

s (( t = (linit = init s X init t, trans = parp-sos (trans s) (trans t)|)

(s,a, s") €S /\m. a # receive m (t,a, t') €T /\m. a#sendm
((si t), a, (s', t)) € parp-sos S T ((si t), a, (s, t")) € parp-sos ST

(s, receive m, s’) € S (t,sendm, t') € T
((s, t), T, (s', t')) € parp-sos ST
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Mechanization of AWN

closed () » AWN: layered process algebra
[ » SOS rules for each ‘operator’
» Layers transform lower layers
(30 :R)
» Model all as automata
« parp (initial states and transitions)
paodyv i gmsg seqp

(i:S:R) = (linit = {s} | s € init S}, trans = node-sos (trans S)])

(s, groupcast D m, s') € S
(sg, (R N D):*cast(m), s'g) € node-sos S

(Pg, connect(i, i'), P&, (r}) € node-sos S
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Mechanization of AWN

closed () » AWN: layered process algebra
I C) » SOS rules for each ‘operator’
» Layers transform lower layers
(i:o:R) node
> Model all as automata
« parp (initial states and transitions)
paodv i gmsg seqp
pnet np (i; R) = (i:npi:R)
pnet np (p1]lp2) = (linit = {slus2|sl € init (pnet np p1) /\ s2 € init (pnet np p2)},
trans = (trans (pnet np p1)) (trans (pnet np p2))l)
(s, t.s") €S
(sut, T,s'ut) € ST

(s, Ri*cast(m), s') € S (t, H—K:arrive(m), t') € T HCR KNR=190
(sit, Ri*cast(m), s'ut’) € ST
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Mechanization of AWN
closed () C)

v

AWN: layered process algebra

v

SOS rules for each ‘operator’

» Layers transform lower layers
(i:7:R) node
» Model all as automata
« parp (initial states and transitions)
paodv i qmsg seqp
closed A = A(ltrans := (trans A))

(no receives without corresponding sends)
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Mechanization of AWN

closed ()

(i:=:R)

paodv i qmsg

cnet

node

parp

seqp
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Outline

Proof
Basic proof
Open proof
Lifting and transfer
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Stating invariant properties

Reachability

s € init A s € reachable Al (s, a,s') € transA |a

s € reachable A | s’ € reachable A |

» Focus on invariants of states and steps.
» Not necessary to reason over traces.

» Different approach to the original proof.
Invariants
Al= (I =) P = Vs&reachable Al.Ps

Step Invariants

AlE (I )P =Va.la— (Vs€&reachableAL.Vs'.(s,a,s") € transA— P (s, a,s’))
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(Invariant) Proof Strategy

cnet-sos

node-sos

parp-sos

seqp-sos



(Invariant) Proof Strategy

cnet-sos closed (pnet (Ai. paodv i {{ gmsg) n) |= P

node-sos

parp-sos

seqp-sos



(Invariant) Proof Strategy

cnet-sos closed (pnet (Ai. paodv i {{ gmsg) n) |= P

node-sos

parp-sos

seqp-sos paodv i |[= P



(Invariant) Proof Strategy

cnet-sos closed (pnet (Ai. paodv i (( gmsg) n) |= P
node-sos
parp-sos paodv i {{ qmsg |= P

e

seqp-sos paodv i |= P



(Invariant) Proof Strategy

chet-sos closed (pnet (Ai. paodv i {{ gmsg) n) |= P
node-sos (i - paodv i (( gmsg : Ri) [= P
A
lift
parp-sos paodv i (( qmsg |= P
A
lift

seqp-sos paodvi |= P



(Invariant) Proof Strategy

cnet-sos closed (pnet (Ai. paodv i {{ gmsg) n) |= P

pnet (Ai. paodv i {{ qmsg) n |= P

A
lift
node-sos (i : paodvi {{ gmsg : R;) |= P
A
lift
parp-sos paodv i (( qmsg |= P
A
lift

seqp-sos paodv i |= P



(Invariant) Proof Strategy

cnet-sos closed (pnet (Ai. paodv i (( gmsg) n) |= P
A
lift
pnet (Ai. paodv i {{ qmsg) n |= P
A
lift
node-sos (i: paodv i ((amsg : R;) |= P
A
lift
parp-sos paodv i (( qmsg |= P
A
lift
seqp-sos paodv i |= P

Bourke: 9/25



Verifying safety properties of reactive systems

Zohar Manna
Amir Pnueli

Temporal Verification

of Reactive Systems
eSafetye

» Published in 1995. Companion to The
Temporal Logic of Reactive and
Concurrent Systems: Specification

» Existing theory enough for (most of)
the invariants over individual processes
(Floyd's inductive invariants)

» vs TLA+, I/O Automata, Paulson’s
inductive method. . .

» Temporal logic formulas as ‘proof
patterns’ of which we only need one. ..
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The basic ‘pattern’ for showing invariance

For an assertion ¢,

B o -, ——— show property of initial states

B2 {¢} T {¢} ‘
O \

Fig. 1.1.  Rule INV-B (basic invariance). then for eve ry tra nsition:

» assume the property of the pre state (¢)
» show the property of the post state (¢”)



The basic ‘pattern’ for showing invariance

For an assertion ¢,

B o -, ——— show property of initial states

B2 {¢} 7 {¢} ’
O \

Fig. L1 Rule wv-a (basic ivariance).  thEN fOr every transition:

» assume the property of the pre state

)

(
» show the property of the post state (¢”)

HMHIHHMM i
||||}{ 2200002200000 000
HiH HiH
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B 5eq Invariarts.thy (~jprojectsiaodviisabellejacdvmech/aodv)) -
218 H
way|lenma hop_count_positive: =
218] "paodv 1 | onl Tyoow (A(6, _). WipskD (rt £). the (dhops (rt ) ip) = 1)" [ |
It

[

220| |
221
222
223
224
225
226
4] 1]

[4]

1] Auto update | Update H Detach Hmu% |

proof (prove): step O B

goal (1 subgoal):
1. paodv i |5 onl Tygpy (A(£, wu_). WipekD (rt £). 1 < the (dhops (rt £) ip))
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B 5eq Invariarts.thy (~jprojectsiaodviisabellejacdvmech/aodv))

- 216 [
way|lenma hop_count_positive:
28] “paodv i [F onl Tueov (A(E, ). WipekD (rt £). the (dhops (rt £) ip) = 1)
w218| apply (inv_cterms (intro_only)) =
220) =
221
22
223
224
225
226 (=]
4] [»]
] Auto update | Update | [ Detach | [L00% [=]
proof (prove): step 1 |
goal (2 subgoals):
> 1. Acpl.
(£, p) = init (paodv 1) —
" 1 € labels Tyoov p = case (&, 1) of (&, uu_) = wipekD (rt &), 1 < the (dhops (rt &) ip)
™ 2. Aplgagql & pppn.
wellformed Tyopy =
p € ctermsl (Cpppy pn) =
not_call p =
1 & labels Typpy p =
case (£, 1) of (£, uu ) = ¥ipskD (rt £). 1 < the (dhops (rt £) ip) =
({¢, p). a, &', q) £ seqp_sos Tyopy =
((z, p), &, £', q) = automaton.trans (paodv 1) =
1' € labels Tyopy § ==
(&, pp) £ reachable (paodv i) TT =
p £ sterms Tygoy pp =
(¢', g) £ reachable (paodv i) TT —
TT a = case (£'. 1') of (£, wu_) = wipekD (rt £). 1 < the (dhops (rt £) ip)
7 »| | Bourke: 13/25



B 5eq Invariarts.thy (~jprojectsiaodviisabellejacdvmech/aodv))

- 216 -
way|lenma hop_count_positive:
28] “paodv i [F onl Tueov (A(E, ). WipekD (rt £). the (dhops (rt £) ip) = 1)
w219 apply (inv_cterms (vcs_only)) = ]
220) S
221
22
223
224
225
226 -
4] Dl |
[7] Auto update | Update H Detach Hmm% [=]
proof (prove): step 1 =~
goal (183 subgoals): I
™ 1. Aplgagl ¢ pppnp dip.
wellformed Typpy —
not_call
({PAodv-:0HAL. {4{dip := dip) [dip. dip € gD (store £) A dip & vD (rt £) A the oup-flage(store £
p')y =
1 & {PAodv-:0} —
WipekD (rt £). 1 = the (dhops (rt £) ip) =
(g, {Paodv-:0Hrs. {g(dip := dip) |dip. dip € gD (store &) A dip & vD (rt &) A the owp-flag«(stor:
p'.
. £'. p'd
€ automaton.trans (pacdv i) =
1' & labels Tygpy p' ==
(£, pp) £ reachable (paodv i) TT =
{PAodv-:0HAs, {fdip := dip) [dip. dip € gD (store &) A dip & vD (rt &) A the owp-flage(store £,
p' £ sterms Tyony pp =
(¢'. p') & reachable (paodv i) TT =
T 7=
p = {PAodv-:GHAL. {&(dip := dip) |dip. dip € qD (store &) & dip # vD (rt &) A the owp-flag- (store
p =
1 {PAodv-:21} —
Ho
q =]
L] i ¥ Bourke: 14/25



B 5eq Invariarts.thy (~jprojectsiaodviisabellejacdvmech/aodv))

- 216 -
way|lenma hop_count_positive:
28] “paodv i [F onl Tueov (A(E, ). WipekD (rt £). the (dhops (rt £) ip) = 1)
w219 apply (inv_cternms) =
220) =
221
22
223
224
225
226} [+]
4] [»]
] Auto update | Update | [ Detach | [L00% [=]
proof (prove): step 1 =~
goal (9 subgoals): r
™ lL.Aplgagl g ppp. L
1 = Phodv-:8 —
WipekD (rt £). Suc @ < the (dhops (rt £) ip) =
((¢, {PAodv-:B}[A:. £(rt := update (rt &) (sip £) (0, unk, val, Suc @, sip £, {})]]
p'.
re £Qrt := update (rt £) (sip £) (0. unk, val. Suc 0, sip &, {})), p')
£ seqp_sos Tyopy =
Paodv-:9 & labels Tyopy p' =
(s, pp) £ reachable (paodv 1) TT —
{PRodv-:BHAL, £(rt := update (rt ) (sip £) (0, unk, val, Suc 0, sip £, {}H}]
p' € sterms T'yoov PP =
(£(rt := update (rt £) (sip £) (0, unk, val, Suc O, sip £, {})), p') € reachable (paodv i) TT —
p = {Phodv-:8}[As. &Lrt = update (rt &) (sip £) (0, unk, val, Suc O, sip &, {})]]
p =
1" = Phodv-:9 —
a =7, =
£ = girt o= update (rt £) (sip £) (0. unk. val, Suc 0, sip &, {})) —
q=p' =
Suc @ < the (dhops (update (rt &) (sip &) (8. unk, val, Suc 0, sip &, {})) (sip &)) A
L (vipekD (rt £). Suc 0 < the (dhops (update (rt ) (sip £) (0, unk, val, Suc @, sip £, {})) ip))
> 2. Aplgaqgl & ppp'.
1 = Phodv-:6 — -

L] |
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Seq Invariarts.thy (~/projectsiaodviisabellejacdvmech/aodv))
- 216 = |2
way|lenma hop_count_positive:
28] “paodv i [F onl Tueov (A(E, ). WipekD (rt £). the (dhops (rt £) ip) = 1)
w219| apply (inv_cterms inv add: onl_invariant sterms [OF aodv_wf addpreRT welldefinedl) =
« 220) =
w22
22
223
224
225
226 =
<] ]
[7] Auto update | Update H Detach Hmm% [=]
proof (prove): step 1 =
goal (5 subgoals):
™ lL.Aplgagl g ppp. =
1 = Phodv-:8 —
WipekD (rt £). Suc @ < the (dhops (rt £) ip) =
((¢, {PAodv-:B}[A:. £(rt := update (rt &) (sip £) (0, unk, val, Suc @, sip £, {})]] i
p'.
re £Qrt := update (rt £) (sip £) (0. unk, val. Suc 0, sip &, {})), p')
£ seqp_sos Tyopy =
Phodv-:9 & labels Tygpy p' =
(s, pp) £ reachable (paodv 1) TT —
{PRodv-:BHAL, £(rt := update (rt ) (sip £) (0, unk, val, Suc 0, sip £, {}H}]
p' € sterms T'yoov PP =
(£(rt := update (rt £) (sip £) (0, unk, val, Suc O, sip £, {})), p') € reachable (paodv i) TT —
p = {Phodv-:8}As. &irt := update (rt &) (sip &) (@, unk, val, Suc O, sip &, {})]]
p =
1" = Phodv-:9 —
a =7, =
£ = girt o= update (rt £) (sip £) (0. unk. val, Suc 0, sip &, {})) —
g=p' =
Suc @ < the (dhops (update (rt &) (sip &) (8. unk, val, Suc 0, sip &, {})) (sip &)) A
L (vipekD (rt £). Suc 0 < the (dhops (update (rt ) (sip £) (0, unk, val, Suc @, sip £, {})) ip))
¥ 2. Aplgagl g ppp'.
1 = Phodv-:6 — -
L] |
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B 5eq Invariarts.thy (~jprojectsiaodviisabellejacdvmech/aodv))

- 216
way|lenma hop_count_positive:

28] “paodv i [F onl Tueov (A(E, ). WipekD (rt £). the (dhops (rt £) ip) = 1)
w219| apply (inv_cterms inv add: onl_invariant sterms [OF aodv_wf addpreRT welldefinedl) B
c220f apply auto

221

22
223
224
225
226
4]

Auto update | Update H Detach Hmm%

proof (prove): step 2

goal:
No subgoals!
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The problem with global invariants

Theorem 7.29 The quality of the routing table entries for a destination dip is strictly increasing along a
route towards dip, until it reaches either dip or a node with an invalided routing table entry to dip.

dip € ijs ﬁVD;'Vhip A nhip #dip = ﬁg(rt) Caip ;hip(rt) , 21)
where N is a reachable network expression and nhip := nhopi,{,’( dip) is the IP address of the next hop.

Bourke: 18/25



The problem with global invariants

Theorem 7.29 The quality of the routing table entries for a destination dip is strictly increasing along a
route towards dip, until it reaches either dip or a node with an invalided routing table entry to dip.

dip € vD;s ﬁvDX,hip A nhip #dip = ﬁg(rt) Caip ﬁhip(rt) , 21)

where N is a reachable network expression and nhip := nhopi,{,’( dip) is the IP address of the next hop.

» We must state a property of routing tables across pairs of nodes,
i.e., elements of a global state

» ...that does not exist at the level of individual sequential processes.
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An ‘open model’ of AWN

oclosed () ocnet
I y
& .. state
(i:o:R) onode
(i oparp O .. ip = state
opaodv i qmsg oseqp

Bourke: 19/25



An ‘open model’ of AWN

oclosed () ocnet
| .
& . state
(i:7:R)% onode
(; oparp O .. ip = state

opaodyv i gmsg oseqp

opaodv i = (Jinit = {(aodv-init, Tyopy PAodv)}, trans = oseqp-sos I yopy il)-

& =fag
((&, {I}[fall p), T, (&', p)) € seqp-sos I'

versus

o' i=fa(oi)
((o, {I}[[fall p), T, (o', p)) € oseqp-sos T"i

Bourke

19/25



An ‘open model’ of AWN

oclosed () ocnet
|

(G oparp O .l ip = state

& .. state

opaodv i gmsg oseqp

((o, P), groupcast Dm, o', P') € S
((o, PE), (R N D):*cast(m), (o', P'})) € onode-sos S

((0,P), T, (0",P) €S Vj#ioj=o0]
((o, PE), T, (o', P'k)) € onode-sos S

Bourke: 19/25



An ‘open model’ of AWN

oclosed ()
|| D) .
& .. state
(i:7:R) onode
(i oparp O .. Ip = state
opaodv i qmsg oseqp
opnet np (i; R) = (i:npi:R)o

(linit = {(o, s1lns2) | (o, s1) € init (opnet np p1)
A (0, s2) € init (opnet np p2)
A\ net-ips s1 N net-ips s2 = (0},
(trans (opnet np p1)) (trans (opnet np p2))|)

opnet np (p1lp2) =

trans =

((o, t), H—=K"arrive(m), (o', t")) € T

((o, s), H—K:arrive(m), (o', s")) € S
ST

((o, sut), (HU H)—=(K U K'):arrive(m), (o', s'nt’)) €

Bourke: 19/25



Open invariants
Open reachability

(o, p) € init A (o, p) € oreachable AS U Uo o
(o, p) € oreachable AS U (o', p) € oreachable AS U
(o, p) € oreachable AS U ((o, p), a, (0, p')) € trans A Soo'a

(o', p') € oreachable AS U

Bourke: 20/25



Open invariants

Open reachability interleaving steps must satisfy U

(o, p) € init A (o, p) € oreachable AS U Uo o
(o, p) € oreachable AS U (o', p) € oreachable AS U

(o, p) € oreachable AS U ((o, p), a, (0, p')) € trans A Soo'a
(o', p') € oreachable AS U

‘local’ steps must satisfy S

Bourke: 20/25



Open invariants

Open reachability interleaving steps must satisfy U

(o, p) € init A (o, p) € oreachable AS U Uo o
(o, p) € oreachable AS U (o', p) € oreachable AS U

(o, p) € oreachable AS U ((o, p), a, (0, p')) € trans A Soo'a
(o', p') € oreachable AS U

‘local’ steps must satisfy S

other PA 0 o' = Vi.if i € Athen o' i = o ielse P (o) (0" i)

otherwith PA 1 0 o’ a= (Vi.i ¢ A 5 P (0i) (6’ )) Al o a

Bourke: 20/25



Open invariants

Open reachability interleaving steps must satisfy U
(o, p) € init A (o, p) € oreachable AS U Uo o
(o, p) € oreachable AS U (o', p) € oreachable AS U
(o, p) € oreachable AS U ((o, p), a, (0, p')) € trans A Soo'a

(o', p') € oreachable AS U

‘local’ steps must satisfy S
Open Invariants

A= (S U—)P = Vscoreachable ASU. Ps

Open Step Invariants

AE(S, U—=)P =
Vs €oreachable AS U. Vas'. (s, a,s") € trans AAS (fsts) (fsts') a— P (s, a, s)

Bourke: 20/25



Open invariants

Open reachability interleaving steps must satisfy U
o, € init A o, € oreachable AS U Uo o’
(9. p) (o, p)
(o, p) € oreachable AS U (o', p) € oreachable AS U
(o, p) € oreachable AS U ((o, p), a, (0, p')) € trans A Soo'a

(o', p') € oreachable AS U

‘local’ steps must satisfy S
Open Invariants

A= (S U—)P = Vscoreachable ASU. Ps

Open Step Invariants

AE(S, U—=)P =
Vs €oreachable AS U. Vas'. (s, a,s") € trans AAS (fsts) (fsts') a— P (s, a, s)

Lift standard invariants

Al=a(l =) P
initiali i (init OA) (init A) trans OA = oseqp-sos I i trans A = seqp-sos I
OA |=4 (act |, other ANY {i} —) seqll i P

Bourke: 20/25



Open invariants: proof rule (oseqp)

To prove the invariant A = (S, U =) onl ' P where  wellformed T

.. simple-labels T
1. Show for the initial states. P
control-within T (init A)

2. Show across each control term. trans A = seqp-sos T"

Bourke: 21/25



Open invariants: proof rule (oseqp)

To prove the invariant A = (S, U =) onl ' P where  wellformed T

1. Show for the initial states.

2. Show across each control term.

3. Show for environment steps:

assume: (0, p) € oreachable AS U

simple-labels T’
control-within T (init A)

trans A = seqp-sos I"

in any oreachable state

| € labels T" p

P (o, 1) assume the property is true

Uo o then, for all valid environment steps. . .
show: P (o', 1) ...show that the property is preserved
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Lifting and transfer
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Lifting and transfer

cnet-sos ocnet-sos
closed (pnet (Ai. paodv i {(; qmsg) n) |= P

node-sos onode-sos

parp-sos oparp-sos
opaodv i {{; qmsg |= P,
lift

seqp-sos 0seqp-sos

opaodv i [= P{



Lifting and transfer

cnet-sos ocnet-sos
closed (pnet (Ai. paodv i (i gmsg) n) [= P

node-sos onode-sos
(i - opaodvi ({; qmsg : Ri)o = P; %
lift
parp-sos oparp-sos
opaodv i {(; qmsg [= P, 1
lift
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Lifting and transfer

cnet-sos ocnet-sos
closed (pnet (Ai. paodv i (i gmsg) n) [= P

opnet (Ai. opaodv i {(; gqmsg) n |= P, 1
lift
node-sos onode-sos
(i : opaodv i ({; qmsg : R}, |= P4 1
lift
parp-sos oparp-sos
opaodv i {(; qmsg [= P, 1
lift
Seqp-sos 0seqp-sos

opaodv i [= P{



Lifting and transfer

cnet-sos ocnet-sos
closed (pnet (Ai. paodv i {(; qmsg) n) [= P A
oclosed (opnet (Ai. opaodv i {{; gmsg) n) |= P! lift
opnet (Ai. opaodv i ((j gqmsg) n =P, 4
lift
node-sos onode-sos
(i : opaodv i ((; amsg : Ri)o I= P; 4
lift
parp-sos oparp-sos
opaodvi {(; qmsg |= P, ¢
lift
seqp-sos 0seqp-sos

opaodv i [= P{



Lifting and transfer

transfer
CNEt-SOS = === === - e e e oo ceecmecmeeeea o ocnet-sos
closed (pnet (Ai. paodv i {(; gqmsg) n) |= P 1
oclosed (opnet (Ai. opaodv i {{; gmsg) n) |= P! lift
opnet (Ai. opaodv i {(; gmsg) n = P, 4
lift
node-sos onode-sos
(i - opaodvi ({; qmsg : Ri)o = P; %
lift
parp-sos oparp-sos
opaodv i {{; qmsg |= P, 4
lift
seqp-sos 0seqp-sos

opaodv i [= P{
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Transfer

locale openproc =

fixes np p = ('s, ('m::msg) seq_action) automaton”
and onp :: "ip = ((ip = 'g) = "1, 'm seq_action) automaton”
and sr iz "'s = (‘g x '1)"

assumes

init: "{ (s, ¢) o (5. 5 € init (np 1)

Adedl, Q) =srs
A (9] J#1 — o ] e (fst o sr) " init (np j)) } C init (onp 1)"
and init_notempty: "¥j. init (np 1) # {}"
and trans: "As as' 54", [ =1 ="fst (srs);
o

fst (srs'):
(s, a, s') & trans (np 1) ]

= ({7, snd (srs)), a, (o', snd (sr s'))) € trans (onp i)"

lemma pnet_reachable_transfer
assumes "wf_net_tree n"

trans (onp i)
trans (np i)
s @O a
a — a
) r

and "s & reachable (closed (pnet np n)) TT"

shows "initmissing (netgmap sr s) e oreachable (oclosed (opnet onp n)) (A_ _ _. True) U"
lemma close_opnet:
assumes "wf_net_tree n"
and "oclosed (opnet onp n) | (A_ _ _. True, U —) global P"
shows "closed (pnet np n) = netglobal P"
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locale openproc =
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A (9] J#1 — o ] e (fst o sr) " init (np j)) } C init (onp 1)"
and init_notempty: "¥j. init (np 1) # {}"
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o

fst (srs'):
(s, a, s') & trans (np 1) ]

== ((o, snd (sr s)), a, (o', snd (sr s'))) € trans (onp i)"

lemma pnet_reachable_transfer:
assumes "wf_net_tree n"

trans (onp i)
trans (np i)
s @O a
a — a
) r
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Transfer

locale openproc
fixes np

and onp

"ip = ('s, ('m::msg) seq action) automaton"
ip = ((ip = 'g) = 'L

» Instantiate with paodv/opaodv,
. 'm seq_action) automaton”
and sr iz "'s = (‘g x '1)"

» and also with _ ( qmsg
assumes init: "{ (o, ) |o ¢ 5. s € init (np 1)
Adedl, Q) =srs

A W] J#4L — o ] & (fst o sr)
and init_notempty: "¥j. init (np 1) # {}"

init (np j)) } € init (onp 1)"
and trans: "As as' oo, [ o1 =fst (srs);

o' i=1Tst (srs'):
(s, a, s') & trans (np 1) ]
== ((o, snd (sr s)), a, (o', snd (sr s'))) € trans (onp i)"

» Need to discharge
‘assumptions’ in rules.

lemma pnet_reachable_transfer:
assumes "wf_net_tree n"

trans (onp i)
trans (np i) r Lift from processes to networks
s @ED a » Induction ‘along’ oreachable.
a , a » Induction ‘up’ net_terms
: r

and "s £ reachable (closed (pnet np n)) TT"
shows "initmissing (netgmap sr s) e oreachable (oclosed (opnet onp n)) (A_ _ _. True) U"
lemma close_opnet:
assumes "wf_net_tree n"

and "oclosed (opnet onp n) = (A_ _ _. True, U —) global P"
shows "closed (pnet np n) = netglobal P"
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Conclusion

v

Framework for specifying and verifying a class of reactive systems.

v

Compositional technique for stating and lifting (inductive) invariants.
Applied to AODV (RFC3561)—coming soon.

v

Beneficial to focus on a concrete verification task.

vy

No real process algebra.
» More convenient than automaton transition tables.
» The layered structure is important.

» Takes advantage of developments in and around Isabelle

» PIDE, Isar, Locales,
» Parallel proofs (parallel_goals), Poly/ML,
» Sledgehammer, System on TPTP.
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